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EnCase” Portable

A Data Collection and Discovery Solution that Anyone can Use

¢ Plug in and collect data immediately

* Enable novice computer users to be
data collectors in matter of minutes

* Acquire data anywhere with EnCase
Portable's pocket-sized kit

* Search and collect cyber-intelligence
without leaving a trace

* Store collected data in the
forensically sound, court validated
EnCase® Logical Evidence File format

EnCase Portable Uses

* Police, civilian investigators and
parole officers can acquire data
without an onsite forensic expert

* Military and other government
personnel can quickly and accurately
collect data during covert operations

* Corporate IT or law firm personnel
can acquire information at any
location for eDiscovery or corporate
investigations

The ever-growing demand to collect data in the field can stretch resources beyond limits.
There is a clear need for a technology solution that increases productivity and effectiveness by
enabling a wider range of personnel to easily acquire forensically sound evidence anywhere in
the field.

EnCase Portable is a data acquisition solution on a USB drive that leverages the powerful
search and acquisition capabilities of EnCase®. The solution searches a targeted computer and
automatically collects data, including documents, Internet history and artifacts, images, other
digital evidence, and even entire hard drives.

Pocket-sized Data Collection and Discovery Solution

for a Variety of Applications

Unlike other solutions that reside on laptops, EnCase Portable is a pocket-sized tool that saves
time and money. Users can collect forensically sound data when target systems cannot be
transported due to cost constraints or time constraints imposed in field situations.

Leverage Personnel Untrained in Data Collection

With EnCase Portable, even a novice computer user can search and collect data from computer
systems, allowing forensic experts and other specialists to dedicate time and attention to their
areas of expertise. Virtually any user can be trained in minutes.

The EnCase Portable Kit:
*  One 4GB USB drive with EnCase Portable installed
+  One 16GB USB drive for additional storage
*  One four-port USB hub
+  EnCase Portable security key
»  User quick reference guide
*  EnCase Portable installation DVD
*  Rugged carrying case

www.guidancesoftware.com
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With EnCase Portable... Capture Data from Running or Powered-Off Systems

. * Live Box Mode: With a computer already running, the user can collect valuable
you can automatically collect in-memory information

an array of data, Iﬂ[}'llﬂlﬂg: *  Boot Mode: When a machine is powered off, the user inserts EnCase Portable into
* Personally Identifiable Information (PII) the USB port and turns the machine on. The product boots and launches automatically.

* Microsoft Office & OpenOffice Files
* Lotus WordPro

* Adobe Acrobat files

* Web History

* Image & Multimedia files

Drives are write-protected by EnCase Fastbloc SE to ensure no data is changed on the target machine.
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* Mail archives
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Available Jobs
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Collect All Emails —
Collect all Images
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Customizable Search and Collection Jobs
Forensic experts can create and configure complex search criteria, using proven EnCase®
functionality, to pinpoint the exact data needed.

Install EnCase Portable on Any USB Device
This product ships pre-installed on a 4GB USB thumb drive, but the product may be
installed on any USB storage device.

Our Customers

Guidance Software’s customers are corporations and government agencies in a wide variety of industries,
such as financial and insurance, technology, defense, energy, pharmaceutical, manufacturing and retail.
Our EnCase® customer base includes more than 100 of the Fortune 500 and over half of the Fortune
50, including: Allstate, Chevron, Ford, General Electric, Honeywell, Mattel, Northrop Grumman, Pfizer,
UnitedHealth Group, Viacom and Wachovia.

About Guidance Software (GUID)

Guidance Software is recognized worldwide as the industry leader in digital investigative solutions. Its
EnCase® platform provides the foundation for government, corporate and law enforcement organizations
to conduct thorough, network-enabled, and court-validated computer investigations of any kind, such as
responding to eDiscovery requests, conducting internal investigations, responding to regulatory inquiries
or performing data and compliance auditing - all while maintaining the integrity of the data. There are
more than 30,000 licensed users of the EnCase technology worldwide, and thousands attend Guidance
Software's renowned training programs annually. Validated by numerous courts, corporate legal departments,
government agencies and law enforcement organizations worldwide, EnCase has been honored with industry

u . .
@ awards and recognition from eWEEK, SC Magazine, Network Computing, and the Socha-Gelbmann survey.
For more information about Guidance Software, visit www.guidancesoftware.com.
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